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DETAILED ACTION 



1. 



The response of 6/27/2005 was received and considered. 



2. 



Claims 1-2, 5-15 & 17 are pending. 



Response to Arguments 



3. In light of Applicant's response, the rejections previously made under 35 U.S.C. §1 12 are 
withdrawn. 

4. Applicant's response (p. 9, 1(2-5) argues that Shigenaga, Iijima and Zuk do not 
contemplate a plurality of business organizations. However, the Watanabe reference is relied 
upon for teaching this limitation. 

5. Applicant's response (p. 10, 1J1) argues that no motivation exists to combine Shigenaga, 
Iijima and Zuk with Watanabe. However, Watanabe has the benefit of a plurality of 
organizations being able to access the data, a motivation which is taught in Watanabe. 

6. Applicant's response (p. 1 1, 1f4) argues that Iijima does not disclose securing memory 
space in a portable device where the memory space includes memory space specifying 
information that specifies the size of the memory space to be secured. However, Iijima teaches 
that sending a data definition file to a portable card (col. 3, lines 30-37) with memory space 
specifying data (col. 4, lines 39-59) allows a card to have memory allocated dynamically (col. 1 5 
lines 10-25). 

7. Applicant's response (p. 12, 1J3) argues that the prior art fails to show creating file key 
information by encrypting the memory space specifying information (i.e. file name and size of a 
memory space) and the file key information with the issuer key information to assign the file key 
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information to each of a plurality of business organizations. However, Iijima teaches memory 
space specifying information being sent from a terminal to an IC card and even suggests 
encrypting it with DES (col. 3, lines 20-29 & col. 4, lines 29-59). Zuk teaches explicitly 
encrypting data between a smart card and a terminal for security (col. 2, lines 15-27 & col. 5, 
lines 8-23). As stated in rejections under 35 U.S.C. §112, the specification does not disclose, nor 
is it clear how the file key information can be creating by encrypting the file key information. 

Claim Objections 

8. Claims 1-2, 5-15 & 17 are objected to because of the following informalities: 

Regarding claim 1 , "plurality business organizations" (lines 26) should be replaced with 
"plurality of business organizations". 

Regarding claim 2, "plurality business of organizations" (lines 19-20) should be replaced 
with "plurality of business organizations". 

Regarding claim 7, "plurality business of organizations" (line 15) should be replaced with 
"plurality of business organizations". 

Regarding claim 14, "file key information created" (line 10) should be replaced with "file 
key information is created". 

Regarding claim 14, "plurality business of organizations" (line 12) should be replaced 
with "plurality of business organizations". 

Appropriate correction is required. 



Claim Rejections - 35 USC § 112 
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9. The following is a quotation of the first paragraph of 35 U.S.C. 112: 

The specification shall contain a written description of the invention, and of the manner and process of making 
and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the art to which it 
pertains, or with which it is most nearly connected, to make and use the same and shall set forth the best mode 
contemplated by the inventor of carrying out his invention. 

10. Claims 1-2, 5-15 & 17 are rejected under 35 U.S.C. 1 12, first paragraph, as failing to 
comply with the written description requirement. The claim(s) contains subject matter which 
was not described in the specification in such a way as to reasonably convey to one skilled in the 
relevant art that the inventor(s), at the time the application was filed, had possession of the 
claimed invention. The specification does not describe creating file key information by 
encrypting the memory space specifying information and said file key information with said 
issuer key information. 

1 1 . The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

12. Claims 1-2, 5-15 & 17 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 

Regarding claims 1-2, 5-15 & 17, it is unclear how file key information is created by 
encrypting the memory space specifying information and said file key information with said 
issuer key information. 

Regarding claim 1, the limitation "said access key information" (line 15) has no 
antecedent basis. 
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Regarding claim 1, the limitation "the file registry information" (line 16) has no 
antecedent basis. 

Regarding claim 5, the limitation "said first issuer key information" (line 6) has no 
antecedent basis. 

Regarding claim 9, the limitation "said second key information" (line 2) has no 
antecedent basis. 

Regarding claim 9 5 the limitation "said first issuer key information" (line 2) has no 
antecedent basis. 

Regarding claims 10 & 15, the dual use of "issuer key information" renders the claim 
vague and indefinite. For the purposes of this Office Action, "issuer key information, which is to 
be newly recorded in said portable electronic device" is understood to be new issuer key 
information, separate from "issuer key information". 

Claim Rejections - 35 USC § 103 

13. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

14. Claims 1, 2, 7, 1 1 & 14, as best understood, are rejected under 35 U.S.C. 103(a) as being 
unpatentable over U.S. Patent 4,710,613 to Shigenaga in view of 4,849,614 to Watanabe et al. 
(Watanabe) in view of U.S. Patent 5,161,256 to Iijima in further view of U.S. Patent 5,745,571 
to Zuk. Shigenaga discloses an access apparatus possessed by a business organization for 
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accessing a portable electronic device, said access apparatus including means for executing an 
authentication/identification between the business organization and the portable electronic 
device/IC card by using a access key information/encrypted random number (col. 9, lines 1-12). 
Shigenaga's system encrypts data between the terminal and the IC card with issuer key 
information/IPUK (col. 9, lines 1-12). Shigenaga lacks a plurality of business organizations. 
However, Watanabe teaches a system that allows a common area accessible to any enterprise and 
certain areas to be accessed only from the pertinent enterprise (col. 2, lines 1 1-14). Watanabe's 
system stores multiple areas on the card (Fig. 1) each with their own index area (Fig. 1 & Fig. 3); 
the index areas describing which keys area required to identify an enterprise for access to that 
specific area of the card (Fig. 3, 3 rd and 4 th bytes & col. 7, lines 1-46), wherein the keys consist 
of one or more of an enterprise key, an issuer key, a personal key and a control key (col. 7, lines 
10-23). The keys are read into the card and compared with stored values (col. 5, lines 15-35). 
Therefore, it would have been obvious to one having ordinary skill in the art at the time the 
invention was made to use the encrypted random number/access key information of Shigenaga to 
access an area corresponding to the file key information/MPUK/enterprise key. One of ordinary 
skill in the art would have been motivated to perform such a modification to allow multiple 
enterprises to access the same card securely and privately by submitting a key to the card, as 
taught by Watanabe (col. 2, lines 11-14, col. 5, lines 15-35, col. 7, lines 1-46, Fig. 1 & Fig. 3, 3 rd 
and 4 th bytes). As modified, Shigenaga lacks means for transmitting file registry information and 
a management sector, described in the claims. However, Iijima teaches that to send a file to an 
IC card that has a plurality of areas to be accessed by different applications (col 1, lines 10-25), 
an input command in the form of a data file definition command (file registry information) is 



Application/Control Number: 09/754,652 Page 7 

Art Unit: 2134 

sent and memory is allocated based on the size specified in the command (col. 4, lines 38-59& 
Fig. 1 1). Therefore, it would have been obvious to one having ordinary skill in the art at the time 
the invention was made to modify Shigenaga to include means for transmitting file registry 
information to said portable device/IC card and to include a management sector to generate file 
registry information, and because Shigenaga transfers data to the card encrypted with the issuer 
key information/IPUK, to generate the registry information based on the issuer key information, 
to create said file registry information by securing memory space in the portable electronic 
device, said memory space including memory space specifying information. One of ordinary 
skill in the art would have been motivated to perform such a modification to allocate memory 
space to an IC card to add data, as taught by Iijima (col. 1, lines 10-25, col. 4, lines 38-59& Fig. 
11). As modified, Shigenaga lacks the management sector being adapted to create file key 
information for each of the business organizations by encrypting said memory space specifying 
information and said file key information with said issuer key information. However, Zuk 
teaches that to securely transfer data/key to a card, it is known to encrypt the data, transfer the 
data from a source and at the card, decrypt the data and store it in memory (col. 2, lines 1 5-27 & 
col. 5, lines 8-23). Therefore, it would have been obvious to one having ordinary skill in the art 
at the time the invention was made to encrypt the file registry information (data file 
definition/memory space specifying information) and file key information (key required for 
access). One of ordinary skill in the art would have been motivated to perform such a 
modification to securely transfer the data to the card, as taught by Zuk (col. 2, lines 15-27 & col. 
5, lines 8-23). As modified, Shigenaga lacks performing the encryption with specifically the 
issuer key. However, Shigenaga discloses requiring an issuer key to access the data (requiring 
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the accessor be the issuer in order to gain access) (col. 7, lines 10-22). Therefore, it would have 
been obvious to one having ordinary skill in the art at the time the invention was made to encrypt 
the file registry information and file key information with specifically the issuer key. One of 
ordinary skill in the art would have been motivated to perform such a modification to send (and 
encode) and receive (decode) the file key information and file registry information securely (as 
taught by Zuk) from the issuer (as taught by Shigenaga). 

15. Claims 5, 10 & 15, as best understood, are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Shigenaga, Watanabe, Iijima & Zuk, as applied to claims 1, 7 & 14 above, 
in further view of "SMuG.O" by Canetti et al. (Canetti). Shigenaga discloses a system, as 
described above, but lacks replacing/updating the key as described in claim 15. However, 
Canetti teaches that one known way to distribute an updated key is to encrypt the new key with 
the old key (page 5). Therefore, it would have been obvious to one having ordinary skill in the 
art at the time the invention was made to updated the issuer key information by transmitting 
issuer key change information generated by encrypting issuer key information/new key with said 
issuer key information/old key. One of ordinary skill in the art would have been motivated to 
perform such a modification to distribute an updated key, as taught by Canetti (page 5). 

16. Claims 12-13 are rejected under 35 U.S.C. 103(a) as being unpatentable over Shigenaga, 
Watanabe, Iijima & Zuk, as applied to claim 7 above, in view of U.S. Patent 5,991,749 to 
Morrill, Jr. (Morrill). Shigenaga, as modified above, lacks specifically the portable electronic 
device being a cellular phone. However, Morrill teaches that cellular phones can be used to 
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perform functions comparable to smart cards to achieve greater security over previous cell phone 
techniques (col. 1, lines 14-23 & col. 6, lines 16-35). Therefore, it would have been obvious to 
one having ordinary skill in the art at the time the invention was made to enable a cellular phone 
with the features of Shigenaga. One of ordinary skill in the art would have been motivated to 
perform such a modification to achieve greater security for transactions than previous cellular 
phones offer, as taught by Morrill (col. 1, lines 14-23 & col. 6, lines 16-35). 



Conclusion 

17. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Michael J. Simitoski whose telephone number is (571) 272-3841 . 
The examiner can normally be reached on Monday - Thursday, 6:45 a.m. - 4:15 p.m.. The 
examiner can also be reached on alternate Fridays from 6:45 a.m. - 3:15 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Gregory Morse can be reached at (571) 272-3838. 

Any response to this action should be mailed to: 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 
Or faxed to: 

(571)273-8300 

(for formal communications intended for entry) 

Or: 

(571) 273-3841 (Examiner's fax, for informal or draft communications, please 
label "PROPOSED" or "DRAFT") 

Any inquiry of a general nature or relating to the status of this application or proceeding should 
be directed to the receptionist whose telephone number is (571) 272-2100. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 





MJS 

September 7, 2005 



